
Control Room Management



• C1.0 General
C 1.10    Program History
C 1.20    Statement of Management Commitment and Support
C 1.30    Reference Documents
C 1.40    Regulatory Code Cross-Reference
C 1.50    Definitions
C 1.60    Abbreviations and Acronyms

• C10.0 Roles and Responsibilities 
C10.0 Roles and Responsibilities 

Control Room Management Program
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• C20.0      Program Maintenance and Change 
Management 

C 20.10 Program Maintenance
C 20.20 Program Reviews
C 20.30    Change Management
C 20.40 Change Procedure
C 20.50 Documentation and Retention

• C30.0 Quality Control
C30.10    Quality Control

Control Room Management Program
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• C40.0 Records Documentation and Retention
C40.10    Records Documentation and Retention

• C50.0 Communications Plan
C 50.10    Communications Plan

• C60.0 Training and Qualification
C60.10 Purpose and Scope
C60.20 Training Curricula
C60.30 Additional Controller Training
C60.40 Training Program Review
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• C70.0 Alarm Management Plan 
C70.10 Purpose and Scope
C70.20 Definitions
C70.30 Roles and Responsibilities
C70.40 Alarm System and Alarms
C70.50 Alarm System Development
C70.60 Alarm System Implementation
C70.70 Alarm System Performance
C70.80 Alarm Audits and Rationalization
C70.90 Alarm Management
C70.100   Management of Change
C70.110   Compliance and Recordkeeping
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• C80.0 Control Room Procedures 
C80.10     Procedure Compliance and Deviations
C80.20     Point-to-Point Verification
C80.30 SCADA Backup System Testing
C80.40 Internal Communications Plan
C80.50 Controller Shift Change
C80.60 Operating Experience
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• C90.0 Fatigue Risk Management System
C90.10     Purpose, Scope and Requirements
C90.20  Fatigue Management – Supervisors/Controllers
C90.30  Hours of Service
C90.40  Fatigue Mitigation Techniques and Options
C90.50  Incident Investigations
C90.60  Education and Training
C90.70  Reserved
C90.80 Compliance Documentation
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• Performed internal audit prior to state audit

• Used PHMSA inspection form extensively
– Created links to either a section of our plan or to a gas control 

procedure that met the requirement of the question

• Used PHMSA FAQs and other resources

Control Room Management 
Audit Preparation
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• Overall, MidAmerican Energy Company was 
pleased with the results of the audit and made a few 
revisions to the Plan

– Installed speakers in break room area
– Created a list to identify procedures of infrequently used setups
– Clarified procedure to notify emergency responders
– Clarified Plan language to demonstrate screen development is 

performed outside the SCADA production environment
– Expanded form for testing backup SCADA system to include 

greater documentation

Control Room Management 
Audit Results

9



• Keep good records. Perform point-to-point 
verification on everything. When in doubt, fill it out!

• Use a compliance database or similar program to 
trigger action

• Use outside resources to train controllers and 
families on fatigue management (monthly 
newsletter)

Control Room Management 
Audit  - Lessons Learned
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“This audit was an audit of intent – next 
one will be an audit of practices!”

Control Room Management 
Audit – Final Thought
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• Control room management – overview of SCADA 
operations and effect of new rules.

– Point-to-point verification
• Ensures SCADA accuracy of any new points by comparing field 

values to SCADA values
– Fatigue training
– Alarm management practices

• Developed an alarm management database to efficiently and 
accurately manage alarms metrics

• Periodic review of alarm metrics
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– Monthly review of Key Performance Indicators (KPI)
• Review and develop action plans for Top 10 most frequent alarm 

points with metering and regulation
• Verify false alarms with SCADA system analyst
• Verify stale alarms with SCADA system analyst
• Verify points that are inhibited, off-scan or manual with SCADA 

system analyst 
• See examples
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Alarm Management – KPI Example
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Alarm Management – Top Ten Alarms
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Alarm Management – Stale Alarms
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Alarm Management – Inhibited, Off-Scan 
and Manual 
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Alarm Management – False Alarms
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Alarm Management – Monthly Summary
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