s & Controllers
e Just What You Think

Karen Butler

Supervisor, Accident Investigation Team
PHMSA

Central Region
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d system or systems used by a
ontrol room that collects and displays

about a pipeline facility and may have the
0 send commands back to the pipeline facility.

er similar systems
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d displays information about a pipeline

ay have the ability to send commands back to the
ne facility



U.S. Department of Transportation

Pipeline and Hazardous Materials
Safety Administration

Jual who remotely monitors and
afety-related operations of a pipeline

a SCADA system from a control room, and

S operational authority and accountability for the
ote operational functions of the pipeline facility.
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a control room, and

who has operational authority and
accountabillity

e for the remote operational functions of the
pipeline facility.
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Control

ty to monitor a SCADA system
late corrective actions is

t has responsibility to monitor a SCADA
rsonally initiates corrective action via the
em iIs also a controller.
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2d by personnel charged with the
monitoring and controlling a

are based on Control Rooms

re Room at Company Headquarters
Open Office Cubicle

e Manager’s Office

e Compressor/Pump Station Control Building
e Cab of Pick-Up Truck

e Kitchen in a Private Residence, etc
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e have the responsibility for remotely
1 controlling this same specific pipeline
the same company?
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. then no one can
ontroller

required to have a SCADA

are NOT required to have controllers
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ts a technician in the field to
e technician is not a controller.

ual who does not use a computer type
a keyboard/mouse, and display screen (or
olled screen) is not considered to be a

| Persons that monitor a pipeline status indication for
non-operational purposes, such as business or maintenance
personnel, would not normally be considered controllers.
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slation of Exclusions

‘s activities are limited to either

ies meet either or both of these exceptions
pution with less than 250,000 services

ransmission without a compressor station

2n the operator must only:

A — Determine applicability for the regulated assets
D - Fatigue management

I - Compliance validation

J - Compliance and deviations
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st have and follow written control room
procedures that implement the

s of this section, except that for each control
e an operator's activities are limited to either

(i) Distribution with less than 250,000 services, or

— (i) Transmission without a compressor station, the
operator must have and follow written procedures
that implement only paragraphs (d) (regarding
fatigue), (i) (regarding compliance validation), and (j)
(regarding compliance and deviations) of this section.
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tribution companies’ 7100

eans the number of services as
yerator’s annual report, submitted to
dance with 49 CFR 191.11.
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d as an index to

S humber of services, the
omes larger and more

oom growth drives the adoption of
complex technology and work

e This creates more “moving parts”, and a
proportionately higher opportunity for
miscues.
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IS taken by a pipeline
Ust be able to demonstrate
accordance with the regulations.

gulatory interpretations regarding specific
ons may also be obtained from PHMSA in
ordance with 49 CFR 190.11.



U.S. Department of Transportation
Pipeline and Hazardous Materials
Safety Administration

> contracts for the operation
party, who is the responsible
the CRM rule?

apply to all “operators” of the pipeline.
or Is defined in 49 CFR 192.3 and 195.2.

rollers are located in a control room that

S and controls an intrastate pipeline, but the control
IS located in a different state than the actual pipeline,
0 the CRM regulations apply?

Yes. The state or location of the control room operating
regulated pipeline facilities does not determine the
applicability of the CRM regulation.
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e facility,” as used in the
and Controller, relate to other
/stem” that were not used in those

FR 192.3 and 195.2 define “pipeline
VISA found it was better to use the same
ogy In both regulations.

eline facility” is defined broadly and includes line
nDipe, pipelines, pipeline systems, valves, rights-of-way,
buildings, and any other equipment used in the
transportation of gas and hazardous liquids.

— Part 192 does not define “pipeline system.”
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0 non-line pipe facilities
DS OF compressors?

ed in 49 CFR 192.3 and 195.2
ijpment used in the transportation of
us liquids.

egulations apply to control rooms and

ers that remotely monitor and control pipeline
iIes, including but not limited to, breakout tanks,
mps, compressors or other equipment along the
pipeline.
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itors a Supervisory Control
2m and directs a technician in
that person in the control room

as responsibility to monitor a SCADA
acts others to initiate corrective actions is
ontroller.

son that has responsibility to monitor a SCADA
and personally initiates corrective action via the
ADA system is also a controller.



U.S. Department of Transportation

Pipeline and Hazardous Materials
Safety Administration

the field to manipulate
s not involve use of, or
e technician in the field

nician is not a controller.
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who does not use a computer type interface with
ouse, and display screen (or touch-controlled
ot considered to be a controller.

note: A touch controlled screen could be a phone

.10 If a person monitors a pipeline status indication for non-
operational purposes, and does not have assigned responsibility to
Initiate corrective action, is this person a controller?

No. Persons that monitor a pipeline status indication for non-
operational purposes, such as business or maintenance personnel,
would not normally be considered controllers.
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(LDC) has a short
ompressor that is rarely used but
trol room as the distribution system,
on in 49 CFR 192.631(a)(1)(ii)?

Jm time of operation” criterion or a “minimum
criterion associated with the exception in 49 CFR
(if). Therefore, the full CRM rule would apply to this
e pipeline is controlled by a controller from a control
at meets the requirements of the CRM rule.

2 Does the CRM rule apply to a pipeline that has no SCADA
system or control room?

No.
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trol rooms for gathering

ontrolled by a controller in a
em, the CRM rule applies to the
provided in the scope of Parts 192 and

ot apply to unregulated gas or hazardous liquid

er example, the CRM rule applies to regulated “Type A”
gathering lines (see 8§ 192.9(c)), which may be treated the

e as transmission lines for purposes of § 192.631(a)(1)(ii), but
the rule does not apply to regulated “Type B” gas gathering lines
(see § 192.9(d)).



U.S. Department of Transportation
Pipeline and Hazardous Materials
Safety Administration

ared “transmission” pipe and
2 In, because Type A must
ot 192.150 and Subpart O.

0 considered “transmission” pipe but
ply with192.614, 192.616, 192.619, and
cluding 192.631.

llation states that the endpoint of gathering is as

The endpoint of gathering, under section 2.2(a)(1)(d) of
APl RP 80, may not extend beyond the furthermost
downstream compressor used to increase gathering line
pressure for delivery to another pipeline.
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may have their own specific CRM programs.

anagement program can be tailored to the unique
control room and its related pipeline system.

uld expect any differences between the CRM programs to be
2d for in the operator’s controller training and qualifications.

owever, one control room serves as a back-up control room for
another control room, then consistency and controller cross-training
should be considered, and training and gqualification material adjusted
as necessary.
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RM rule if the SCADA system
al conditions and automatically
condition without human controller

Ubject to the CRM rule, independent of the
ed capabilities of the SCADA System.

ibution operator has its own control room with less

D0 services, but shares SCADA servers with an operator
as greater than 250,000 services managed by their own

rol room, does it meet the exception in 49 CFR

92.631(a)(1)?

The exception in 49 CFR 192.631(a)(1) is applicable to the control
room, not the location of the SCADA server. A control room with
just 20,000 services being served from that location would meet
the exemption for number of services.
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ompany operates multiple
cities. Each of the operating
\ system and control room. None
ations. None of the individual

0,000 services. However, collectively,
Dany has over 250,000 services. Do any of
g entities meet the exceptions in 49 CFR

(1) iIf they are owned by the same company?
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.631(a)(1)(H)and (ii) are for the
0 language in the regulation regarding
g holding companies or operating

dent control room in this scenario will meet the
192.631(a)(1)(i) and (ii) and therefore will need
oly with only the requirements for fatigue management,
Jation, and compliance and deviations.

owever, if any of these control rooms serve as a back-up for
other control rooms, then the combined number of services
during back-up conditions may exceed the criteria for the
exemption and would be required to comply with the entire
CRM rule.
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trol a local operation that is
boundary of the local facility?

0 exclusively operate station equipment

d station boundaries (fence lines or

p boundaries) and who are not responsible for
d pipelines beyond the boundaries are not
dered to be remotely monitoring and controlling a
deline. Therefore, such personnel are not considered
o be controllers.

— However, field personnel who operate station equipment
within the station boundaries and also have either full-time or
part-time control room operational responsibility for connected
regulated pipelines beyond the station boundaries are
considered controllers.

— *** Please note: Imaginary fences are not fences.
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anada need to comply with the
es operating in the United States?

n a control room impact pipeline
United States, PHMSA will expect those
wvith the CRM rules. A coordinated effort
and the National Energy Board (NEB) of Canada
ss-border pipeline facilities is addressed in the
/ritten arrangement dated November 2005, which is

> on the PHMSA website.

What does “services” mean in 192.631(a)(1)(i)?

“Services” means the number of services as reported on the
operators annual report submitted to PHMSA in accordance with
49 CFR 191.11.
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diction

as Pipeline Facilities
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Regulator

@ Compressor
@ Producing Well

Storage Field

onnection between Field I  Property Fence
Equipment and Control Room/SCADA 1 I
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LDC
Trans Line

Metro LDC

@ 8,000 Services

has no Control
or SCADA System.

Metro LDC — no SCADA or control room
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LDC
Trans Line

Metro LDC

@ 8,000 Services

or has no Control
or SCADA System.

Metro LDC — no SCADA or control room
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LDC
Trans Line

Metro LDC

@ 315,000 Services

Metro LDC — no SCADA or control room
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LDC
Trans Line

S more than
services that would
2 implementation of
CRM Regulations, but
ey have no Control Room
or SCADA System.
Therefore, no CRM
Requirements.

Metro LDC

@ 315,000 Services

Metro LDC — no SCADA or control room
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LDC
Trans Line

Metro LDC

@ 8,000 Services

/
/

Metro LDC
Control Room, Controllers, & SCADA System




@

U.S. Department of Transportation

Pipeline and Hazardous Materials
Safety Administration

LDC
Trans Line

a Control Room,
stem and

2rs. Having only

0 services requires
ompliance only paragraphs
D, I and J.

In order to determine that
only D, | and J apply,
paragraph A has to be
reviewed.

Metro LDC

@ 8,000 Services

/
/

Metro LDC
Control Room, Controllers, & SCADA System
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LDC
Trans Line

Metro LDC

@ 175,000 Services

/
/

Metro LDC
Control Room, Controllers, & SCADA System
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LDC
Trans Line

Metro LDC _
as a Control Room, @ 175,000 Services
)A System and
ontrollers. Having only
175,000 services requires
compliance only paragraphs D, /
| and J. In order to determine /
that only D, | and J apply, Metro LDC
paragraph A has to be Control Room, Controllers, & SCADA System

reviewed.
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es) has a
ed in the lunch

igned duties or

ies to routinely monitor
conditions with the SCADA
m.

the event the operator is notified of
a problem, mgt checks key SCADA
data and dispatches field crews.

Metro LDC

@ 87,500 Services

/
/

Metro LDC
SCADA System in the lunch room
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-

ices) has a
ated in the lunch

assigned duties or

pilities to routinely monitor

e conditions with the SCADA
/stem.

In the event the operator is notified of

a problem, mgt checks key SCADA

data and dispatches field crews.

In general....the regulating entity will
make the determination of CRM
requirements.

Metro LDC

@ 87,500 Services

/
/

Metro LDC
SCADA System in the lunch room
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.

C I

LDC
Trans Line

sion

Charge Metro LDC
8,000 Services

stream LDC @

sion line. Metro

ontrollers, but has

0 compressor station on

their pipeline and has /

<250k services. /

Metro LDC
Control Room, Controllers, & SCADA System
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LDC
Trans Line

SMIiSsSsion
discharge Metro LDC ]
8,000 Services
n stream LDC @
smission line. Metro
as Controllers, but has

9

NO coMmMpressor station on

their pipeline and has /

<250k services. /

They fall below the Metro LDC

threshold for the fU” set Of Control Room, Controllers, & SCADA System

CRM regulations.
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vietro LDC
Control Room, Controllers, & SCADA System

LDC

Trans Line Metro LDC

@ 8,000 Services

2tro has a compressor
smission line,

Jressor data is not being
veyed to the SCADA.
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Metro LDC
Control Room, Controllers, & SCADA System

station LDC
t. Safety Trans Line Metro LDC

i trip unit @ 8,000 Services
scessary.

etro has a compressor
ansmission line,

pressor data is not being
onveyed to the SCADA.

Since the operator has less than
250k services and does not have
a “SCADA-enabled” compressor,
only D,l and J are required.
MIGHT BE DIFFERENT IF
SETPOINTS ARE USED
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Metro LDC
Control Room, Controllers, & SCADA System

LDC
Trans Line Metro LDC

@ 8,000 Services
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Metro LDC
Control Room, Controllers, & SCADA System

.amount

OrSepower  Loc
ning factor for ~ Transtine R o icos
yom regulations. @

gh Metro has less
250k services, they do
ave a “SCADA-enabled”
compressor.
Operator meets the criteria
for the full set of CRM
requirements.
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etro LDC
Control Room, Controllers, & SCADA System

LDC Metro LDC
| Trans Line @ 235,000 Services
|

orage Fielg
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Metro LDC
Control Room, Controllers, & SCADA System

— LDC Metro LDC
| Trans Line @ 235,000 Services

|
°

eets both
usions.

ess than 250K services
and no compression on
their transmission line.



Supervisor’s

(ff 173 Riverdale Service Laptop

FEE A Center
/ FFE 710 SCADA System
/ FEE 00 2 Consoles With 3

EFF =;1|Tl Screens Each

Try
NS -
-~ 72

Transmission
OPID: 67890

City Gate /
Station A Q- < Mite Riverdale Gas Company
cz‘-”[.{; Local Distribution Center (LDC)
-~ Riverdale Express Natural Gas Distribution
_/ P OPID: 12345

56,341 Services
15 District Regulators
40 Low Pressure Regulators

City Gate < 1176 Miles of Mains

Station B

{ ] Propane '
\__10,000 Gal

37 Services




