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opted more stringent
ting federal regulations,

» AS a result

tate facilities, gathering only within the
age facilities that are not connected to
acilities, please make sure that you have
2dge of these requirements.

State requirements will not be presented or discussed in
this presentation
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e Rule
elp assure controllers will be
g pipeline safety and integrity

operators are addressing fatigue risks
ol room

that procedures, systems and equipment are well
ought out, and function as designed.
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sa.dot.gov/crm/

d Documents and PPTs
ently Asked Questions
— Several FAQs Currently in Development

e |nspection Guidance
- Version Number 3, Date is 3/1/2012

e Accident/Incident Question Assistance
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Alternative Cased Crossings Class Location Gas IM
MAOP and GWUT

High Volume Low Strength oQ Pipeline Public
EFV Pipe Construction Meetings

Control Room Management

Welcome. This site is administered by the
Pipeline and Hazardous Materials Safety

I Home Administration (PHMSA), and provides
information concerning regulations for Control

W Koy Dhs et Room Management (CRM) for gas and

B FAQs hazardous liquid pipelines regulated under 49

I Ins tion CFR Parts 192 and 195, respectively.

Guidance PHMSA has amended the pipeline safety

l Public Workshops regulations to prescribe safety requirements
for controllers, control rooms, and SCADA

B Fatigue Mitigation systems used to remotely monitor and control
pipeline operations. The regulations address

H Contacts human factors engineering and management

B what's New solutions for the purpose of enhancing the performance reliability of operator personnel that control
pipeline operations. This rule will generate significant public benefits by reducing the number and

B Feedback consequences of shortfalls in control room management practices and operator errors when remotely

monitoring and controlling pipelines and responding to abnormal and emergency conditions. This site
provides information about PHMSA's implementation of Control Room Management oversight, and
links to other educaticnal information on human factors and human operational performance. For
e Regulations more information on the history of this important rulemaking, visit PHMSA docket number PHMSA-
2007-27954 at www.regulations.gov or visit Key Documents on this website.

DOT Home | PHMSAHome | Regulations | Advisory Bulletins | Interpretations | Glossary | Privacy Policy | FOIA
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Control Room Management: Inspection Guidance

CRM Menu

& PHMSA Inspection Guidance for Control Room Management Inspections - Rev 3
l e o PDF Document
© MS Word Document

B Key Documents
e PHMSA Inspection Guidance for Control Room Management Inspections - Rev 2

FAQs O PDF Document
Inspection © MS Word Document
Guidance

® PHMSA Inspection Guidance for Control Room Management Inspections - Rev 1
Public Workshops © PDF Document
Fatigue Mitigation © MS Word Document
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Feedback
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on a Control Room,
nspection unit
ed inspections still happening

onic use during Il Inspections In

5% of a Region’s Inspections in 2013
Typical duration: 3.5 days to 2 weeks

e Controller Interviews Can Be Part of the Process
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of resources with many
ow the control room is

and Distribution

ocations also
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IT programming support

ers that really know

pervisors that are relevant

Those responsible for hours of service
v Those who wrote and use the plans:

CRM, Alarm management, MOC, Fatigue, etc.
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fully developed
e Crosslink

rosslink

I, Normal, Specific

anced Level of Detail

—More than Generic Company Wide Procedures
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fully developed

edure Connections
of Approved Versions of Plan and Procedures

y to eliminate terms in procedures with vague or
onditional meaning

—Examples: “understanding”; “competency”;
“communication guidance”

e Procedures not available to the Controllers
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ops or Simulations

ross Training Complications — Consistency
*\Who Reviews Effectiveness

How will effectiveness be measured so training can
be done associated with these measures
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ve final authority for certain
ol Room Management plan

ors had not specifically identified in the
sponsibility documents if the controller could
vn the pipeline

ber the supervisor functions
e Emergency?

«Shutdown?
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for investigators to review to
equirements have been met and
ollowed

3 years may not be sufficient

er record requirements with internal
ures to the operator as well.

When writing procedures, annual or yearly is not the
same as “calendar year not to exceed 15 months”. These
are not synonymous.
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cumentation as this may

are covered by the regulations

ave access to the applicable pressure
e MOP or MAOP and any reduced
essure restrictions
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> notification should be provided to the
wvhen setpoints were implemented above the
reduced operating pressure restrictions

emember special permit restrictions is applicable



U.S. Department of Transportation

Pipeline and Hazardous Materials
Safety Administration

— Applicability
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e Mapping for example

e Facilities manuals

e All regulated assets should be addressed by
detailed review
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oplicability

ol Rooms?

ontrol room locations or
where they are?

age Fields

athering

—Field Locations

—LNG that operate pipelines
—Offshore
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oplicability

yoOu assuming Fatigue

ailed review?
available to support Fatigue only?
yout Compliance and Deviations also?

antiation Is required and State Partners are
decisive regulatory agency In various cases
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oplicability

Ill out the asset form Iin

which console or control room
er what Op ID

2s should address how new assets will be
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and Responsibilities



U.S. Department of Transportation

Pipeline and Hazardous Materials
Safety Administration

ormal Operating Conditions

ormation about what positions equipment fails in
power off) had not been provided to controllers

eProcedures did not address how alarms are handled
when there is a need to step away or sudden illness
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shut down the pipeline

es exist— procedures did not
at, where, when

ontroller remain in the Control Room at
high traffic areas?

ly qualified individuals assume control per
console and how this was achieved was not
identified

—\Whether or not Supervisors were qualified was
not clear

e|f not, cannot perform certain tasks

ePeriodically on the console for back-up
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a Controller can leave
g and observing result of

ring Normal as well as Emergency

Uthority and responsibility on various
existed but not defined

nority and responsibility to change certain alarm
etpoints was unclear

eResponsibility was not addressed when other
Companies or parties require interaction

—Such as valve closures at a delivery by other
operating company personnel



esponsibilities

d not be responsible for
“ement

er outgoing specific requirement to
over to someone that is fit for duty

e|f controller coming in for shift exchange is
not fit for duty, procedures did not address
actions to be taken

—Controllers did not Log out and Log in so
control is established in timely fashion and
responsibility clearly established in
documentation
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sponsibilities

sponsible when

S regarding exchange
—Remember trainees

orms were not adjusted per console
eUnique per console in most cases

—Consider Cross-Training implications
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sponsibilities
m did not occur

ere)

un listed under notes, maintenance,
tivities, etc.
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esponsibilities
Ing back in not

s not defined

s did not define what should be
ered

eExample: DRA concerns?

—|Leak Detection Alarms were not addressed
even If cleared on previous shift

—Field activities that could impact controller
such as stopples were not considered
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)t clarify what controllers do
sonnel

ations between controllers and field
el iIssuing commands was not
ented

eGood idea to test during drills
—Controllers should not be the last notified

—Who invokes disaster recovery moves not
defined

—To back-up or other location, When to return
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controllers roles and
Ities include expectations and

ents for emergencies (who calls local
ponders?)

—In one example, procedures required texting
supervisors but roles and responsibilities did not
Include provision

eResponsibilities should cover expectations during
loss of communication, SCADA failure, transferring
to manual operational control and return to
normal
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was not specifically identified and
at controller is to keep operating

es below MAOP, MOP or other pressure
ictions

eDid not allow only qualified controllers to log into
the console
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sponsibilities

d In the control room,
yonsibilities were not

role of 911 notifications versus
cy responders and that of the
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quate Information
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1formation

rsus safety related point list

s those that can affect pipeline

an be more than the FAQ

—All safety related points are not required to
have alarms
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ormation

added, moved, and other
oipeline safety means by
pes of activities

s for Point to Point not being
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1formation

o-point verification

ns for liquid including range/scale,
ange, engineering units, alarm
1gs, final value

eAs found, as left documentation

—Like-kind replacement
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e Information

as specifics about who is
0 transfer to (and from)

If an operator assumes one hour
unication loss before manning is
ired, how Is this substantiated

est and verify adequate means for manual
operation plan

— Re-routing data communications to backup
SCADA server while still running from
primary control center is not considered an
adequate test of back-up communications
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define a process which tests

tation that describes the actual test
)erformance experienced

Documentation that identifies any needed
corrections and implementation.

e |dentify which locations are manned



alendar year not to

5 a requirement in a contract
endor that the equipment

equired to comply with APl 1165, the
S to assure compliance

Internal process/procedure by which this
aspect of the specification is confirmed

Compliance is validated

oIf you as an operator have reviewed existing
displays against APl 1165, take credit for it and
iIdentify how you plan to implement any noted
discrepancies
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ormation

ew for conflicting color use

Back-up supports similar processes and
systems

*Review for symbol use, and symbol with color
use
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distinguish colors used

colors or priorities introduced

ved over time as color recognition can
ge with age
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other frequencies used on other
onsole?

Reviewed over time

Hearing can change over time
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nformation

2 controller assigned received
e away — someone else
sible?

)oll time considerations were not evident
operators programs.
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D — Fatigue
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2 plan did not exist
umented well
apturing shift exchange

ange signature not accounting for time
lone first

ot match log-in information
ans to confirm Hours of Service were not in place

- Who is responsible for reviewing and making
changes to schedule was in question

» Procedures did not mention when fatigue will be
Investigated as contributory to accidents/incidents
and how this investigation would be performed
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jue
d specific mitigation

ntroller operation

ed the recommendations of maximums per

Did not realize a sliding 7 day scale

 Did not have adequate staffing (absentees not
considered)

e Did not have confirmation of shift turnover time
requirements
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2 In review of 8 hours of

neasures, elements or methods
e risk of fatigue

d not include all worked for the
iIncluding other duty assignments and

owed maximum hours to be exceeded for reasons
other than safety

e Did not schedule controllers with 8 hours of sleep
planned

« Schedule upsets & Domino effect not considered



U.S. Department of Transportation
Pipeline and Hazardous Materials
Safety Administration

oned but not employed or
pe employed

le mitigation effectiveness review
d to mention all shift lengths

elief controllers and they only work 8
, this should be identified in your plan

Back-up controllers and hour tracking not thought
out nor on-call considered

If using forms to help track fatigue information,
review the form against procedures

 Operators should include what happens if a controller
self reports
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rm Management
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anagement

erts, Events, Notifications

alarms if a controller response is

perators had alerts, notifications,
iInformational indications, interim alarms,
cautions, warnings, emergency alarms and
alarms.

- 55 -
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s not well described

arms, even those of different priority,
e color? A concern!

ition of Safety Related

«Other points than FAQ can be safety related
alarms

—Safety Related parameters versus points



U.S. Department of Transportation
Pipeline and Hazardous Materials
Safety Administration

anagement

Stale, Manual, Forced, Off

eed a process for reporting alarms
t work as intended.

ags (or points) had seldom been reviewed
emember modes of control:
eFlow and Pressure discussion

-57 -
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anagement

ean multiple things:

2Nt positions (such as engine control
S In manual and only allows local start
mands) or

eOverride or manually entered values (such as
a “manual” valve status), etc.
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agement

ed In some cases

eeded further development In

—Alarm database for the entire system was not
available for review in several cases

—Will be asked for
—Effectiveness of program missed

—More specifics on this later
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ns that have been taken off-
ocumented

ator considers this an appropriate
Include training around specific
ditions and documentation

afety related alarm setpoints and descriptors
not verified once each calendar year not to
exceed 15 months

—Alarm management plan not required to be
reviewed once each calendar year not to exceed
15 months
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anagement

out Into alarm

ot tell where auto-close valves
the pipeline

ontroller response to alarms was not

procedures were not reviewed for consistency
Ith the alarm management plan and conflicts
existed

eRole of specific individuals in the plans were not
well defined.



oncerns

directly sending SCADA
d equipment, or prompting
on

lated — any operational factor that is
ary to maintain pipeline integrity or that
uld lead to the recognition of a condition that
could impact the integrity of the pipeline, or a
developing abnormal or emergency situation
(FAQ A.16). -

-62 -
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are NOT the same as

aXIst on any point in the
ire items such as:

I, Lo-Lo, Lo, Deviation, ROC
cadbands, etc.

garding alarms, safety related points can
Include items beyond those identified in FAQ
C.01.

— Examples: Rectifier status, Server load status
or server or software function operational

notification alarms. - 63 -



anagement
ed inhibited alarms

occur at the RTU/PLC level or
A system

2ssed by all operators

tale, off-scan, and forced values were not
uded In the plan by all operators

e|nhibited, Off-scan, Forced, Manual, Stale values
were not all noted on displays in a unique manner
and could not be distinguished

eOperators had not included education for
controllers on soft or calculated points
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xd documentation

ay need to be documented)
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can change when and
/as not well defined in most

ations and settings on pressures not
v controllers was discussed with a few

alarm database or alarm setpoint review
entation including as found as left requested

eProgram effectiveness was not tied to the results
of alarm reviews

—How will the operator evaluate effectiveness?
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had an opportunity to

S not mean a consistent
number of alarms per console

een should be available

est just reviewing displays for the obvious
time to time

eGas and Ligquid plans and the same control room

o AUF and/or Leak Detection should be addressed
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umentation did not prove addressed or planned
address (implementation)

Remember chronic issues should also be looked for
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.
-

, anagement
been done extensively

ict differences

enance not being completed at
on the pipeline can cause more work

ould impact the Work Load studies and task
aviews and complexity of a console

ontroller should have access to the applicable
pressure limits, including the MOP or MAOP and any
reduced operations pressure restrictions

—If Supervisor changes alarm limits/setpoint,
how are controllers notified of this change?

- 69 -
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anges should be

for how these will be reviewed

otification completed and
ed when changes implemented

2ty related alarm parameters defined

Imp changes to setpoints?
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S and reviews were just

eviews were being discussed

Or averages in time sampling would
oture all assigned tasks but may help
time allocations

Were not able to illustrate workload specifics
per console

— Controllers were not always provided enough
time to respond adequately

- 71 -
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lefine a process of
ontent of general
troller

» specific

\S a reminder:

—Leak Detection and Shutdown Pipelines
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ange Management
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a)aayay
C .

Pipeline

» changes that impact the

as an MOC committee, define the

did not have procedures explaining when to
e control room

mentation did not exist that the control room had
peen contacted (field personnel, IT, SCADA support,
major projects or engineering)

e The control room contact should be timely.

— For example, regulatory was notified of a leak by
field personnel before the control room by
procedure ey
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-
-

d in MOC process:
d not defined
entation was tracked

>tronic file names did not exist, so
uments supporting MOC progress were
oyed when one copy was saved over top of
other with the same file name

What it takes for final approval was not defined

— What training had occurred or should be occur as a
result of the MOC was not available

— The implementation date of the MOC was not
available.

— What was actually implemented associated with a
MOC was not available.
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Nt of Change

ack consistent consideration
oom requirements for training
acing new facilities on line.

S to be a radical departure from their
orevious business practice

—Appear to routinely implement changes
without training first being implemented

e Timing should also allow for training



lent of Change

s can influence the
ations

e, Operation Management, IT,
anagement, Reliability/Integrity,
ess Development, Scada, Scheduling,

e More than one MOC procedure

—Must be careful to identify how this will
stay coordinated

— Documentation lacking for Control Room
Representation in meetings discussing
significant hydraulic or configuration changes
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ent of Change

require advance
or training

system used to test changes
d with instrumentation or displays

do not have development system,

—Strong procedural controls, formal
reviews, oversight of changes as go into
production, careful monitoring of system
performance after changes go into
production, immediate QC verification of
changes
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nent of Change

0 Include point of contact for
olvement in design or
activities and sharing

ember to include control room when
vork occurs (placing in local control as
ample), data communications infrastructure is
mpacted, and when leaving/entering monitored
facilities that may have security requirements

— Contractors may need to contact the control
room If their activities can affect the controllers

as well.

e Training should reflect this
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of Change

iIcant hydraulic changes

S IS to obtain controller input so
ges support safe pipeline control
ave a formal change management form

Viake sure the process and various steps can
be followed in documentation
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t of Change

sual and emergency
ell as changes required due
ent

and acquisitions

sistency of training on process or
ocedure across the operator’s departments
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oerating Experience
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used on reportable

xperience for a reason

al operators were not verifying
0ns learned from accidents/incidents
ems such as “near miss”, “close-calls”
em problem response actions were shared
all controllers.

Don’t forget what can be learned from NRC
reports or SRCR

-84 -
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Incident investigation
peen revised to incorporate

ad not included in procedures how

2s that are identified in RCFA

gations relative to the control room will be
municated

Procedures should identify and explicitly address
the contribution of erroneous training

e Fatigue was not being reviewed
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entation did not identify
vacted by lessons learned,
ar miss events

a contributory factor may provide
and procedure revision insights

umentation was lacking on how deficiencies
ound in accident/incident investigations have
been corrected

e Documentation did not exist to support how
lessons learned are shared with all controllers
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the operator’s experience
d by this section” apply only to
which the controller caused or
Applicable to Gas and Liquid

Jlicable to all accidents, incidents, events,
es that could better inform and train

afely Control the pipeline
eRecognize and Correctly Respond to
—Abnormal, Unusual, Emergency conditions.

Proper controller reaction is the outcome desired
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— Training
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simulators or table
ed to incorporate learning

an accident

ller input as the result of
dent/incidents, near miss, or controller

Does documentation exist to support that these
modifications have occurred and training or
Involvement has been changed for the controller as
a result?

— Operators did not clarify which consoles used which
technique — simulator, table top or both
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y how training
and implemented

equently” used was not
defined

Ires to address infrequent setups initially
ared to be lacking

rReverse Flow, Slack line or low flow conditions,
and cross training considerations were missing

eManual Operations training was not found

| oss of Power at facilities and equipment status
was not addressed
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ways available:

rial and Passing test criteria
dance records
ontent of OJT and associated records

eProcedures did not define how the training
program review would be documented and
Implemented
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at individuals
IS configured, operated,
2mergencies are gqualified to

story had not been reviewed along
ents/accidents to identify potential

al operating conditions that are likely to
>ur simultaneously or in sequence for which
ontrollers should be trained
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ences were not accounted when
ed both

d not define how effectiveness of the
ogram would be determined

g programs did not cover back-up center
ities or transfer requirements

eControllers that are considered “back-up” or “day”
controllers were not specifically considered in the
training program and yet were absent from the
console for extended periods
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— Compliance
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ent compliance with
ation from PHMSA or State
Ies were missing

ontact responsible for providing
se to request was not defined

0 reference to O&M or Emergency procedures
at may be linked
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J — Deviation
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ss documentation of
ocedures

;uments and integrity of these
/as not found

on time was Iin question

at forms can be found in what repository
ocation needed clarification

—\Who is responsible for record retention was
not defined

—Version control did not exist

(avoid over-writing electronic records)
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Ustified as being necessary

d not been reviewed for cyclical
frequency

ound, work to eliminate
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o Rule

elp assure controllers will be
g pipeline safety and integrity

operators are addressing fatigue risks
ol room

that procedures, systems and equipment are well
ought out, and function as designed.
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E CONTROLLER SUCCEED AT THE
)LES AND RESPONSIBILITIES ASSIGNED IN
URRENT ENVIRONMENT?

— WILL THIS AFFECT THE CONTROLLERS
OPPORTUNITY TO SUCCEED?

e Don’t KNnow:

— Ask a controller, we wiill.
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